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Abstract 
 This dissertation was written as part of the LLM in Transnational and European 
Commercial Law, Banking Law, Arbitration/Mediation at the International Hellenic 
University.  
 This paper critically examines the implications of GDPR on cross-border data 
transfer of companies. To introduce the unfamiliar reader to the above subject, this 
thesis provides a general description of the implication of the GDPR, which is not 
limited to European Union but extends internationally. Following, it highlights the level 
of protection of cross border data flows and then, it analyzes the obligations under 
Regulation of the respective company when transmitting data both inside and outside  
EU such as U.S, the Asia-Pacific region and developing countries. It is also worth stating 
that the findings for this dissertation were drawn from the literature and empirical 
studies in both common law and civil law countries.  
 My deepest thanks and gratitude goes to my respected supervisor Asst. Prof. 
Dr. Komninos G. Komnios, who has contributed immensely towards the fulfilment of 
this thesis. He has gently guided me through this work process, prevented me from 
taking steps in irrelevant directions and instead helped me see new, interesting 
aspects of this work. My sincere appreciation also goes to Prof. Dr. Athanassios G. 
Kaissis for giving us the perspective to get in touch with recent legal areas and with 
significant Professors, through this pioneering LLM and also for his encouragement and 
unwavering support all the way through our studies at the LLM program.  
  Last but certainly not least, I am deeply grateful to my family and to the people 
who always stand by me, for everything.  
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Introduction 
 The last decades, ''information society'' is the key term to describe today’s 
world. Our increasing dependence on new technologies, the need to collect and 
process data on our private or professional life constitute an unprecedented society, 
the forefront of which is "the information". 
 Personal data move at breakneck speeds, raising many doubts concerning its 
adequate protection. Furthermore, technological developments have created an 
international market where business is not confined to the borders of one state or 
region. The companies in their commercial activity process personal data on a global 
scale. Sometimes, this process can lead to other use than commercial purpose 
resulting even to its commercialization.1 Moreover, scandals plaguing social networks 
about generalized surveillance of electronic communications by the US security 
services create the need to take action not only to tackle existing illegalities but also 
predicting the future. 
 Whether welcome or undesired, the ''data society'' is here, creating a new 
landscape which calls for an update of the existing legislative measures and sanctions 
to protect personal data.2 Efforts are being made to take the necessary measures to 
protect personal data at global and regional level, and European Union could not be an 
exception. 
 In January 2012, the European Commission submitted a proposal to amend 
the existing legislation on personal data, Directive 95/46/EC which led to the adoption 
of Regulation 2016/679, which has entered into force on May 25, 2018 and applies to 
all EU Member States, obliging any company to comply with it, as long as it operates in 
any of its Member States, even if it is not based in the EU. Public services, public and 
private legal entities such as small businesses are not exempted from compliance with 
the Regulation. Compliance presupposes necessary steps of controller or processor to 
ensure that the process of personal data is legal.  
                                                 
1 Casalini & Gonzalez,  OECD Trade Policy Papers No 220, 2019, pp 8-14 
2 Aaronson, Data is different and that's why the world needs a new approach to governing cross-border 
data flows, August 12, 2019, Digital Policy, Regulation and Governance, Vol. 21, pp 441-460; Meltzer 
J.P. & Lovelock P.,The Internet Cross-Border Data Flows and International Trade, sections  2,3,6, 
December 17,2014 
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 The aim of this thesis is to try to shed light on the impact of GDPR on cross-
border data transfer of companies. Thus, this dissertation comprises of an 
introduction, three chapters and conclusion, each placed in a logical order to guide the 
reader through the topic.  
 The first introductory chapter focuses on the crucial need to update existing 
legislation on the protection of personal data at a global level. After this brief 
introduction, the second chapter presents the pre-existing legal framework and  some 
introductory remarks for the GDPR. Thereafter, the third chapter explains the 
importance of cross border data transfer and  the way it takes place under the GDPR. 
Lastly, chapter four is devoted to cross-border flows to countries outside the EU such 
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General Data Protection Regulation (GDPR) 
Pre-existing legal framework-Directive 95/46/EC 
 The previous legal framework of the GDPR consists of a group of secondary acts 
of the Union such as Directive 95/46/EC ''on the protection of individuals regarding the 
processing of personal data and the free movement of such data'', Directive 97/66/EU 
''on the processing of personal data and the protection of privacy in the electronic 
communications sector'', replaced by Directive 2002/58/EC, amended by Directive 
2006/24/EC ''on the retention of data generated or processed in connection with the 
provision of publicly available electronic communications services or of public 
communications networks'' and Regulation  2018/1725 ''on the protection of natural 
persons with regard to the processing of personal data by the Union institutions, 
bodies, offices and agencies and on the free movement of such data", 
repealing Regulation 45/2001. 
 Directive 95/46/EC of 24 October 1995 laid down general rules on the legality 
of the processing of personal data, the rights of data subjects, and the establishment 
of national independent supervisory authorities. It also introduced mandatory 
disclosure of data processing to supervisory authorities. Besides, it stipulated that the 
processing of personal data is permitted as long as the data subject has given his 
express consent to their processing and has been informed in advance of it. 
 The purpose of Directive3 was to ensure the protection of the fundamental 
rights of natural persons, in particular, privacy with regard to the processing of 
personal data, so that the Member States could not prevent the free movement of 
personal data on grounds relating to the protection of the rights and freedoms of 
natural persons.  
  For the first time, the Directive established the legal framework for the 
transfer of personal data to third countries outside the EU.4  According to it, cross-
border data flow was permissible if the third country ensured an adequate level of 
data protection, which was determined by Commission's decision. Derogations from 
                                                 
3  Art. 1 and recital 7 of Directive 95/46/EC 
4  Art. 25 and 26 of Directive 95/46/EU 
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the adequacy decision were permitted if the data subject has expressly consented to 
the transfer or the transfer was necessary a) for the performance of a contract, b) for 
the conclusion or performance of a contract concluded or to be concluded between 
the controller and a third party in the interest of the person to whom the data is 
related to, c) to safeguard a significant public interest or for  the recognition, exercise 
or defense of a right before the court , d) to safeguard the vital interest of the data 
subject, d) the transfer is made from a public register intended under laws or 
regulations to provide information to the public and which is accessible either to the 
public in general or to any person who can demonstrate a legitimate interest, provided 
that the relevant legal conditions are met in this case. 
 The Directive  was the most important piece of legislation on the protection of 
personal data within the EU. Despite the universal impact of the Directive, it was 
implemented 25 years ago and technological developments could not be foreseen. The 
Directive was trying to clarify various conditions around the protection of personal 
data without being sufficiently specific to them. 
 
Introduction to GDPR 
 
 The Directive has not always succeeded in protecting personal data throughout 
the Union. Other Member States applied it while in others legal uncertainty was 
evident, as there have been differences in the level of protection of natural persons5. 
The debate on the repeal of the Directive led to the adoption of the GDPR on  April 14, 
2016 and it entered into force on May 25, 2018. 
 The Regulation is based on article 8(1) of the EU Charter of Fundamental Rights 
and article 16(1) of the TEU6. In its recitals, it clarifies the objectives, the scope, and 
rights which are defended. The Regulation aims to achieve an "area of freedom, 
security and justice and of an economic union, to economic and social progress, to the 
strengthening and the convergence of economies within the internal market and to 
the well-being of natural persons".7 Subsequently, its purpose is to defend the 
                                                 
5 Recitals 6 and 9 of GDPR, Voigt & von dem Bussche, The EU GDPR -A practical guide, 2017, p. 2 
6 Recital 1 of GDPR 
7 Recital 2 of GDPR 
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fundamental rights and freedoms of natural persons and in particular the right to the 
protection of personal data. 
 It applies collectively to all natural persons residing in the European Union 
irrespective of nationality and obliges all controllers and processors to comply with it 
even if they are not established within the Union or the processing is not carried out 
within it. According to the case-law of the CJEU 8  the conditions for the application of 
the Regulation shall be either the supply of goods or services by the controllers to 
those data subjects shall be made in the Union, irrespective of whether payment is 
required by them, or  the monitoring of the conduct of the subjects, in so far as such 
conduct takes place within the Union. 
 Additionally, the Regulation applies to a controller not established in the Union, 
but to a place where the law of a Member State is applied under public international 
law.9It applies to both public and private sector activities and includes exceptions to its 
scope.10It does not apply, therefore:(a) when the activity of the controller or processor 
does not fall within the scope of Union law;(b) by the Member States in carrying out 
activities falling within the scope of Chapter 2 of Title V of the TEU (specific provisions 
on the common foreign and security policy);11(c) by a natural person in the context of 
exclusively personal or domestic activity;(d) by competent authorities for prevention, 
investigation, detection, or the prosecution of criminal offenses or the enforcement of 
criminal penalties, including safeguarding against and prevention of threats to public 
security 12 
 The Regulation also provides for the competence of the Member States to 
adopt legislative acts clarifying certain issues. The provisions of the GDPR will therefore 
be specific and supplemented by the implementing law of the Member State 
concerned which has been adopted, following its provisions.13 
 
 
                                                 
8 Court of Justice of the European Union;C-230/2014, Weltimmo s.r.o. v Nemzeti Adatvédelmi 
9 Art. 3 of  GDPR  
10 Art. 2  of GDPR 
11 Recital 16 of GDPR 
12  Directive 2016/680/EC 
13 Art. 85-91 of GDPR 
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Cross Border Data Flows 
The Importance of Cross-Border Data Flows 
 
 Cross border data flows have been described as commerce-enabling ''hallmarks 
of 21st century globalization'' and the ''connective tissue holding the global economy 
together''.14Every sector -including finance, banking, , services, industry, agriculture, 
shipping- needs to export data on a global basis to achieve its commercial purpose.15 
The direct or indirect exploitation of global data infrastructure, such as easy access, 
reduced transaction costs16, the annihilation of geographical distance17 and cloud-
computing accelerates the spread of ideas and allows millions of users around the 
world to take advantage of new research and technologies, boosting productivity and 
markets' function.18 
 Data flows, therefore, promote international trade in the following ways: First, 
businesses  export goods through digital platforms; Second, services can be purchased 
online; Third, data process allows new services to increase exports of goods; Fourth, 
newly trained individuals may enter the world market.19The importance of cross-
border flows is also proven by studies that have been carried out. McKinsey Global 
Institute estimates that global data flows increased global GDP by about 3.5% 
compared to what would have happened without such flows20. In 2014, the free data 
flow is estimated to have contributed $2.8 trillion to the global economy with the 
amount estimated to reach $11 trillion by 2025. Another study shows that about 12% 
of international merchandise trade takes place through e-commerce platforms such as 
                                                 
14 McKinsey Global Institute, Digital Globalization: The New Era Of Global Flows, March 2016 and  
Globalization In Transition: The Future Of Trade And Value Chains,  January 2019 
15  OECD, Measuring the Economic Value of Data and Cross Border data flows, August 2020, A Business 
Perspective,No297, pp 10,24  
16 Swartz, Managing Global Data Privacy,2009, par. 2 
17 Gomez-Herrera, Mortens &  Zurlea, The drivers and impediments for cross-border e-commerce in EU, 
September 2014, ScienceDirect, Vol. 28, pp 83-96 
18 World Economic Forum, A Roadmap for Cross Border Data Flows: Future-Proofing Readiness and 
Cooperation in the New Data Economy, 2020; Meltzer, The Internet Cross Border Data Flows and 
International Trade, December 17, 2014 
19 Meltzer &  Lovelock, Regulating for a digital economy: Understanding the importance of cross-
border data flows in Asia, March 2018  
20 Fan & Gupta , The Dangers of Digital Protectionism, August 2018, Harvard Business Review 
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Alibaba and Amazon. Finally, according to another study in the U.S., digital commerce 
increased GDP by 3.4-4.8%, increasing productivity and reducing the cost of 
commerce. It also raised wages and helped create 2.4 million new jobs.21  
 On the other hand, data flows expose individuals to more privacy risks. In 
particular, personal data becomes a valuable material whose abuse or misuse invades 
on individuals' privacy right, jeopardizes national security, and even undermines the 
economic development of non-technologically advanced economies. The transfer of 
large amounts of data can have asymmetric consequences for a state and affect its 
cornerstones, such as safety, healthcare, and consumer protection. Another issue 
closely related to cross-border data flow is the case of behavior monitoring and 
profiling22. A company, for example, has the opportunity to evaluate an individual's 
personal data (such as age, gender, height) and classify it into a category; it means that 
their profile is being compiled23. Profiling, which can lead to automated decisions (e.g. 
refusing a medical coverage contract because the subject had done an online search 
for a specific illness), is a major challenge to international, regional, and national rules 
of law. This practice is widely used in various sectors of the economy, such as banking, 
taxation, and advertising sector endangering the personal data of millions of citizens24.  
 The question that arises, in this case, is that how can a piece of legislation 
secure personal data without being an obstacle to the economic development of the 
companies. This issue plagues the legal and political world, which seeks legislation that 









                                                 
21 Ibid 
22 Profiling  is any form of automated processing of  personal data such as psychological and behavioural 
characteristics, so as to assess or predict their capabilities in a certain sphere or to assist in identifying 
categories of people;The EDRi papers, An introduction to Data Protection, Issue 06, p. 17;Heimes R., Top 
10 operational impacts of the GDPR: Part 5 – Profiling, January 20,2016 
23 See https://ec.europa.eu/info/law/law-topic/data-protection/reform/rights-citizens/my-rights/can-i-
be-subject-automated-individual-decision-making-including-profiling_el 
24 Voigt & von dem Bussche,2017, p. 27 
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The Cross-Border Data Flow under the GDPR 
 
 
 Cross-border flow means the transfer of personal data for processing beyond a 
country's national borders.25They concern data transmitted by the Union26 to 
controllers, processors, or other recipients in third countries or international 
organizations.27 The aim of the Regulation is to ensure the protection of data even 
after they have been exported and to prevent the export of personal data to countries 
with a weak level of protection. 
 The transfer of data, therefore, concerns, as can be seen from the definition, 
the various undertakings established in a third country outside the Union but 
operating in the Union and processing personal data of persons residing in a Member 
State of the Union irrespective of nationality. Businesses must ensure that the data 
transmitted is protected in those states; otherwise, they are likely to face the 
imposition of ill-considered financial penalties, in relation to the previous regime. 
 The cross-border data flow is regulated in Chapter V of the Regulation. Chapter 
V28 of the GDPR contains some important improvements compared to the Directive.29 
The Regulation seeks to explain in more detail the cross-border data flow in the seven 
articles of that Chapter, compared to the directive covering cross-border flows in only 
two articles. The innovations introduced by the Regulation also concern the possibility 
of allowing the transfer to ''a territory for one or more designated sectors in that 
country''30 while the Directive allowed the transfer of data only for specific sectors. 
The transfer of data is not, in principle, subject to authorisation by the national data 
protection authority, as was the case in the Directive. 
                                                 
25Annex II. on Igglezakis, The GDPR (REGULATION 2016/679), 2018, Publications Interactive Learning; 
Pasha, Cross Border Issues under EU data protection law with regards to personal data protection, May 
24,2017, Vol. 26, pp 222-224 
26 The area of free data flow has been extended by the Agreement on the European Economic 
Area (EEA) which brings Iceland, Liechtenstein and Norway into the internal market. Decision of the 
Council and the Commission of 13 December 1993 on the conclusion of the Agreement 
on the European Economic Area between the European Communities, their Member States and the 
Republic of Austria, the Republic of Finland, the Republic of Iceland, the Principality of Liechtenstein, the 
Kingdom of Norway, the Kingdom of Sweden and the Swiss Confederation, OJ 1994 L 1. 
27 Recital 101 of GDPR;  Voigt & von dem Bussche, 2017, p. 116 
28 Art. 44 of GDPR 
29 Myers, Top 10 Operational Impacts of the GDPR: Part 4 – Cross-border Data Transfers, January 2016  
30 Art. 45 of GDPR 
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 To begin with, article 45 analyses how the Commission decides whether a State 
ensures an adequate level of protection of personal data and with what criteria. Then, 
article 46 indicates the appropriate guarantees that must be provided by a controller 
or processor to allow the transfer of data to a third country in the absence of an 
adequacy decision by the Commission. Particular reference is made to the approved 
codes of conduct and certification mechanisms31, which are innovations of Regulation 
and to the Standard Contractual Causes (SCCs). Following, article 47 refers to the 
Binding Corporate Rules (BCRs) and their content, while article 49 provides - as a last 
resort - for the cross-border data flow if certain conditions are met. Finally, article 48 
states that the third country is obliged to conclude an international agreement with 
the Union or its Member State concerned to be able to transfer data based on the 
adoption of a decision of an administrative/judicial authority of that country. In this 
context, the Regulation provides for the strengthening of international cooperation in 
the conclusion of such conventions in article 50. 
 
 
Cross-border Data Transfer on the basis of an adequacy decision 
 
 
 To start with, the transfer is permitted where there is an 'adequacy decision' by 
the Commission that ensures an adequate level of protection by the third country, or 
the third-country undertaking.32 The adequacy decision is the rule for the transfer of 
personal data and the Commission developed the relevant criteria.33The Regulation 
has retained the adequacy decision to determine whether the country in which the 
data are exported is indeed appropriate. The Directive provided that the adequacy of 
the legal status must be assessed 'in the light of all the circumstances' with particular 
attention to the rules of law of the third country and the security measures it takes34. 
                                                 
31 Tikkinen-Piri,Rohunen & Markkula, EU General Data Protection Regulation: Changes and implications 
for personal data collecting companies, 2017, pp 11-12;Council of Europe, European Court of Human 
Rights, European Data Protection Supervisor, European Union Agency for Fundamental Rights, 
Handbook on European Data Protection Law,2018, pp 254-258 
32 Art. 45 of GDPR 
33 Adequacy decisions of the Committee on the Protection of Personal Data in Third Countries:  
http://ec.europa.eu/justice/data-protection/international-transfers/ adequacy/index_en.htm; 
 Casalini & Gonzalez,  OECD Trade Policy Papers No 220, 2019, p.19 
34 Art. 25 of Directive 95/46/EU 
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On the other side, the Regulation mentions specific elements35 that the Commission 
must take into account when assessing the level of protection. These elements are: 
 ''(a) the rule of law, respect for human rights and fundamental freedoms, 
relevant legislation, both general and sectoral, including as regards public security, 
defence, national security, and criminal law and the access of public authorities to 
personal data, as well as the implementation of such legislation, data protection rules, 
professional rules and security measures, including rules for the onward transfers of 
personal data to another third country or international organisation  which are 
complied within that country or international organisation, case-law, as well as 
effective and enforceable data subject rights and effective administrative and judicial 
redress for the data subjects whose personal data are being transferred'; 
 (b) 'the existence and effective functioning of one or more independent 
supervisory authorities in the third country or to which an international organisation is 
subject, with responsibility for ensuring and enforcing compliance with data protection 
rules, including adequate enforcement powers, for the assisting and advising the data 
subjects in exercising their rights and for cooperation with the supervisory authorities 
of the Member States'. And 
  (c) 'the international commitments the third country or international 
organisation concerned has entered into, or other obligations arising from legally 
binding conventions or instruments as well as from its participation in multilateral or 
regional systems, in particular concerning the protection of personal data.''36 
 However, the different levels of protection of personal data, the different 
perceptions of  breach and competent jurisdiction are only a few of the issues when 
assessing adequacy37 make it difficult to identify the countries that provide adequate 
protection. The special reference of art. 45 to a rule of law that must respect human 
rights refers to the criteria that a State is required to fulfil if it wants to join the 
European Union, the so-called Copenhagen criteria. It is, therefore, necessary for a 
State wishing to become members of the EU to guarantee, inter alia, 'the law and 
                                                 
35 Sharma, Data Privacy and GDPR Handbook, 2019, p. 162-163 
36 Art. 45 para. 2 of the GDPR 
37 United Nations, Congress Trade and Data protection regulations and international data flows: 
Implications for trade and development’ New York and Geneva, 2016, available at:  
http://unctad.org/en/ PublicationsLibrary/dtlstict2016d1_en.pdf 
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human rights' and  respect the values referred to in article 2 TFEU pursuant to article 
49 TFEU38. On this basis, it is argued that some of the Copenhagen criteria can also be 
applied to cross-border data flows.39 In this context, the rule of law consists of the 
principles of legality, legal certainty, the prohibition of arbitrary enforcement, 
independent and effective judicial review, and equality before the law. With regard to 
human rights, the third country must respect the rights recognised in article 6 TFEU, 
and the fundamental rights deriving from the common constitutional traditions of the 
EU Member States. Of course, the Copenhagen criteria referred at states that wish to 
join the EU and belong - geographically - to it. Conversely, transfers to third countries 
are addressed to countries without a European culture and background. These criteria 
are not sufficiently clarified in the recitals of the Regulation either. Considering this 
view, the criteria for which the State has the information referred to in the Regulation 
should be interpreted through the case-law of the Court of Justice and the General 
Court. 
 The CJEU in the Schrems I case, as will be discussed below, sought to clarify the 
essential requirements of the adequacy decision. It is clear from the considerations of 
the decision that the third country does not need to ensure the same level of 
protection as the EU guarantees, but merely a level of protection of fundamental 
rights and freedoms which is essentially equivalent to European provisions40. 
Therefore, in assessing the level of protection of the recipient country, the CJEU 
focuses on whether foreign law conflicts with fundamental European rights, respect 
for private and family life as enshrined in article 7 and 8 of the Charter. However, this 
case-law does not clarify adequately what criteria are considered to ensure an 
adequate level of protection under the Charter.  These criteria were sought by the 
Article 29 Working Party, which issued guidelines on how to assess the adequacy of the 
level of protection of a third country. It thus issued a working document in 199841 on 
                                                 
38 Treaty on the Functioning of the European Union (TFEU) 
39 Wagner, The transfer of personal data to third countries under the GDPR: when does a 
recipient country provide an adequate level of protection?, 2018, International Data Privacy 
Law, Vol. 00, No. 0 
40 CJEU, C-362/14 (Maximilian Schrems v Commissioner for Personal Data) para. 73 
41Working Document - Transfers of personal data to third countries : Applying Articles 25 and 26 of the 
EU data protection directive, Adopted by the Working Party on 24 July 1998 
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the transfer of personal data to third countries, which sought to clarify the Directive 
which was in force at the time. The Working Party then identified the key 
requirements of the Directive as a minimum level of protection of personal data and 
formulated the requirements as follows: It, therefore, pointed out that personal data 
should be collected and processed only for specific purposes, without any processing 
beyond that purpose being allowed. Second, stated that personal data must be 
accurate in the purpose for which it is collected and constantly updated. Third, the 
data controller should adequately inform the data subject of the data being processed. 
Fourth, personal data must be processed in such a way as to ensure adequate 
protection of the data from the risks arising from its processing. Fifth, the data subject 
must have the right to access all the data concerning him and to receive a copy of this 
data. The data subject must, besides, have the right to request the correction of any 
inaccurate data concerning him/her and to be able to claim compensation in case of 
their violation. Finally, any further transmission of personal data should only be 
allowed if the final recipient adheres to the above principles. The above conditions are 
the principle of limitation of purpose, the principle of data quality and proportionality, 
the principle of transparency, the principle of security, the principle of correction, and 
objection and the principle of limitation of further transfers. 
 Since its adoption, the WP29, using this working document as a reference 
point, published opinions on the adequacy of the level of data protection for different 
countries. In these opinions, the Working Party revised the above criteria without 
extending them. An exception is the report adopted in February 2018 which was based 
on the Schrems judgment and contains advice to the Commission on the criteria to be 
taken into account when making an adequacy decision. The document states that the 
concept of the Regulation for an adequate level of protection continues the concept 
defined in Directive 95/46 and thus its interpretation based on the Directive and the 
case-law based on it continues to apply to the concept of the adequacy of the 
Regulation.  
In its document, the WP29 drew up an updated list of content principles that 
should be included in third country data protection to be considered as providing an 
adequate level of protection. It enriched these principles by adding the following: First, 
the legislation of the third country should reflect the concepts of the Regulation. To 
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clarify this requirement, the document lists the concepts of personal data, the 
processing of such data, the meaning of the data controller, the processor, the 
recipient of the data and the sensitive data of the data processor and the recipient, 
and the condition of sensitive data. It also states that data must be processed legally 
and fairly for lawful purposes only. Also, the principle of limitation of purpose is 
supplemented by the introduction of the principle of data retention which requires 
that data should not remain longer than necessary for data processing. On the other 
hand, the principle of security is strengthened through the new principle of 
confidentiality which establishes the obligation to protect data from unauthorized or 
illegal processing and accidental loss, destruction, or damage of data. Finally, WP 29 
states that any decision based solely on automated decision-making and profiling can 
only be made under certain conditions. After receiving the opinion of WP29, the 
Commission shall, assessing the adequacy of the level of protection, decides through 
an implementing act that the State concerned provides an adequate level of 
protection. Another innovation introduced by the Regulation is that it provides for the 
implementing act to be periodically reviewed at least every four years 42 - an 
innovation that was challenged during the negotiation of the GDPR, as reflected in its 
various plans.  
 States providing an adequate level of protection are published in the Official 
Journal of the European Union and on its website.43 The Commission has so far 
recognized Andorra, Argentina, Canada (trade organizations), the Faroe Islands, 
Guernsey, Israel, the Isle of Man, Jersey, New Zealand, Japan, Switzerland, and 
Uruguay as  providing adequate protection.44"A special agreement has been signed 
with the US, as discussed below. In addition, there has been an agreement with the 
US, Canada and Australia for the processing and transfer of passenger name record 
(PNR)45 data by air carriers.46Finally, the Commission constantly examines whether the 
state still ensures an adequate level of protection and can repeal, amend, or suspend 
                                                 
42 Art. 45 para. 3 of GDPR 
43 Art. 45 para. 8 of GDPR 
44  Voigt & von dem Bussche ,2017,  p.118; 
45https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-
exchange/pnr_en 
46  Igglezakis, The GDPR (Regulation 2016/679),2018, Publications Interactive Learning, p.112 
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the decision through executive acts without retroactive effect, while old competence 
decisions remain in force. 
   
Transfers subject to appropriate safeguards 
 
 In the absence of a decision by the Commission, the controller or processor 
may exceptionally transfer data to a third country if it ensures that the place to which 
it is transferred has 'sufficient safeguards' under article 46 of the GDPR. Such 
appropriate safeguards may be provided without the authorization of the supervisory 
authority through47 a legally binding and enforceable instrument between public 
authorities or bodies, binding corporate rules pursuant to article 47, standard data 
protection clauses issued by the Commission in accordance with the examination 
procedure referred to in article 93(2) or by a supervisory authority and approved by 
the Commission in accordance with the examination procedure referred to in article 
93(2),  an approved Code of Conduct in accordance with article 40, together with 
binding and enforceable obligations of the controller or processor in the third country 
to apply appropriate safeguards, including with regard to the rights of data subjects, or 
an approved certification mechanism, in accordance with article 42, together with 
binding and enforceable obligations of the controller or processor in the third country 
to apply the appropriate safeguards , including with regard to the rights of data 
subjects. 
 In addition, in accordance with article 46 of the GDPR, appropriate safeguards, 
shall be provided through contractual clauses between the controller or processor and 
the controller, the processor or the recipient of personal data in the third country or 
the international organisation, or provisions to be included in administrative 
arrangements between public authorities or bodies which include enforceable and 
substantive rights of data subjects. 
 The GDPR therefore, for the first time, allows associations or other bodies to 
draw up codes of conduct to achieve compliance with it for a particular area. Codes of 
                                                 
47 Council of Europe, European Court of Human Rights, European Data Protection Supervisor, European 
Union Agency for Fundamental Rights, Handbook on European Data Protection Law,2018, pp 258-259 
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Conduct shall be adopted after consultation of interested parties and the European 
Commission, following the procedures laid down in the Regulation. During the 
consultation, it should be ensured that appropriate compliance with the Regulation is 
provided. Even after their adoption, the Codes are subject to continuous monitoring by 
the independent data protection authority of each Member State of the Union.48  
 However, the Code of Conduct has some drawbacks. In particular, there is 
currently no relevant Code of Conduct, as this has been applied for the first time in the 
Regulation. Thus, although compliance with an approved Code of Conduct 
demonstrates a priori compliance with the Regulation, however, it can be shown that 
it does not comply adequately with the General Regulation. As a result, it is 
theoretically possible to detect if the provisions of the Regulation have been violated, 
even assuming that it is fully attached to an approved Code of Conduct. Of course, 
these theoretical references should also be interpreted by the case-law of the Court of 
Justice of the European Union. The role of such a Code, of course, is to clarify and 
assist the application of the GDPR not to replace it. 
 On the contrary, approval certification mechanisms allow the development of 
data protection seals and marks to prove compliance with the GDPR  by controllers 
and processors within the European Union49. These mechanisms can also be used by 
companies in data transfers outside the European Union if they are approved by the 
Commission. Certification mechanisms, just like codes of conduct, are something new 
for the protection of personal data in the EU. Therefore, we must await their 
interpretation by the CJEU, which may limit their scope and application. Certifications 
are voluntary and are carried out by certification bodies with an appropriate level of 
expertise with data protection.50 Those bodies are accredited either by the data 
protection supervisory authority of each Member State or by the national 
accreditation body set out in Regulation 756/2008 of the European Parliament and  the 
Council. In any event, the certifications shall not absolve or limit the liability of the 
person responsible or the processor or affect the duties; and the responsibilities of the 
supervisory authorities. 
                                                 
48 Art. 40-41 of GDPR; Sharma, 2019, p. 108-109 
49 Art. 46 of GDPR 
50 Art. 43 para. 1 of GDPR 
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 Both the code of conduct and certification must include commitments from the 
controller or processor that the third country will implement and comply with 
appropriate safeguards so as not to compromise individuals' personal data and 
fundamental rights. 
 Article 2(c) and (d) and (3) concerning standard contractual clauses also existed 
in Directive 95/46. The differentiation of GDPR lies mainly in the fact that these clauses 
no longer need to be adopted by the Independent Data Protection Authority of each 
State, which is obliged to accept the clauses adopted by the Commission. For standard 
contractual clauses in force before the Regulation, it has been clarified that they will 
remain in force for a period of 5 years, exactly as regulated for adequacy decisions 
adopted before the GDPR. 
 The European Commission, for the first time in December 200451 recognised in 
a set of standard contractual clauses (SCCs) which was considered to meet the 
'adequate level of data protection' under Directive 95/46/EC.52 In this text, there are 
clarifications on Directive 95/46 and models to facilitate contracts between the 
parties. The European Commission explains that the SCCs include the obligations of the 
importer and the data exporter, through the principle of accountability and liability. 
Liability includes the obligations of each party as well as the claim for compensation in 
the event of a breach of the protection of personal data whereas accountability 
includes the concept reflected in the GDPR, according to which controllers or 
processors, who collect and process personal data, must shape their procedures and 
technical and organisational systems in such a way that they can demonstrate, at any 
time, both before the supervisory authorities and the courts, that they are fully 
compliant with the provisions of the new Regulation.  
 It should be noted that  in Schrems II case, as mentioned below, the CJEU, 
examining the validity of decision 2010/87 on which the SCCs are based, affirmed the 
validity of the SCCs for the transfer of personal data to processors established outside 
                                                 
51 Sharma, 2019, p. 166 
52 International Chamber of Commerce, Final Approved Version of Alternative Standard Contract Clauses 
for the Transfer of Personal Data from the EU to Third Countries (controller to controller transfers)' 
https://iccwbo.org/content/uploads/sites/3/2010/05/ICC-Alternative-Standard-Contractual-Clauses-for-
the-Transfer-of-Personal-Data-from-the-EU-to-Third-Countries.pdf; 
Council of Europe, European Court of Human Rights, European Data Protection Supervisor, European 
Union Agency for Fundamental Rights, Handbook on European Data Protection Law,2018, pp 259-262 
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the EU and to the US and held that they do not, per se, present lawful or unlawful 
grounds.53The Court also stipulated that data controllers or operators that wish to 
transfer data based on SCCs, must ensure that the data subjects are afforded not only 
a level of protection essentially equivalent to that guaranteed by the GDPR but also 
effective remedies in the protection of third-country legal systems.54 Failing that, 
operators must suspend the data transfer. In particular, prior to any transfer, the 
exporter - with the help of the data importer - must examine whether the level of data 
protection guaranteed by the GDPR is ensured in the third country concerned, taking 
into account the circumstances of the transfer in question and additional measures 
that it may take.55 Where it turns out that an adequate level of protection is not 
provided, the exporter must suspend the transmission and/or terminate the contract 
with the importer. Following, the EDPB set up a taskforce that drew up 
recommendations addressed to controllers and processors concerning appropriate 
additional measures they can take to ensure compliance with the level of protection 
required by EU law when transmitting personal data to third countries.56 
 Following CJEU's decision in Schrems II case, the European Commission 
adopted draft updated SCCs for consultation  in November 12,2020.57 The new SCCs 
offer greater flexibility, especially for group companies, through the inclusion of 
''processor-to-processor'' (P2P) and ''processor-to-controller'' (P2C) transfer clauses, 
which is a gap of current SCCs. Besides, a single set of SCCs can be used by more than 
two parties, decreasing the documentation that organizations need to enter into. Also, 
incorporates clauses a controller can impose on its processor to satisfy the controller’s 
contractual prerequisites under article 28 of the GDPR. Furthermore, the Commission 
followed the requirements of the Schrems II ruling concerning the following: First, 
parties ought to scrutiny not only the surveillance laws  but also ‘the laws’ of the 
importing country (risk-based approach). Second, the variables to be taken into 
consideration for the above appraisal go beyond those recommended by the EDPB in 
                                                 
53 Judgement of CJEU in Schrems II case (16.7.2020), para. 149 
54 Ibid, para. 126 & 91 
55 Ibid, para. 134 
56 EDPB, Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance 
with the EU level of protection of personal data, November 10, 2020 
57 European Commission, draft implementing decision ''on standard contractual clauses for the transfer 
of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament 
and of the Council'', November 12, 2020 
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its draft supplementary measures guidance; Third, parties are required to use ‘best 
efforts’ in when conducting such evaluation. Finally, new SCCs introduce joint and 
several liability and indemnification clauses going beyond the parties’ right to freely 
negotiate the liability and risk allocation provisions in contracts58. 
 Undoubtedly, SCCs give the parties the discretion to choose how to resolve a 
dispute that will arise concerning the protection of personal data, allowing the 
institution of mediation. They also allow the various undertakings to apply them both 
in-house in the case of groups and in comparison with other undertakings, without the 
restrictions of the BCRs, as detailed below. Besides, they include reasons for 
termination of the contract and the possibility of checking or processing them in the 
event of an unexpected change in circumstances. Thus, both the controller and the 
processor have the discretion to add new standard clauses, to adapt existing ones, to 
enrich them, provided that such changes do not run counter, directly or indirectly, to 
SCCs approved by the Commission or by a supervisory authority.59 SCCs  allow data to 
be exported to any country without restrictions, unlike the adequacy decision allowing 
export only to specific States.60  
 The problem, however, with the existing SCCs is that the exporting State cannot 
ban the export of such data to another country even if it considers that there is a risk 
of a breach of personal data.61This is a significant privacy gap.62 The new SCCs try to 
tackle with this  through parties' risk based assessment as mentioned above.  
 The final SCCs are expected to be adopted at the beginning of 2021 and 
organizations will have twelve months to replace existing SCCs  currently being relied 
upon to conduct international data transfers. 
  
                                                 
58 Thomas P. & O. Donoghue S.,''European Commission releases draft updated standard contractual 
clauses'', December 7, 2020 ; The National Law Review, '' Draft Standard Contractual Clauses Released 
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59 European Commission, Standard contractual clauses for the transfer of personal data to third 
countries, 
http://ec.europa.eu/justice/data -protection/international transfers/transfer/index_en.htm 
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  Transfers subject to Binding Corporate Rules (BCRs) 
 
 Binding Corporate Rules (BCRs) are ''personal data protection policies followed 
by a controller or processor established in the territory of a Member State for transfers 
of personal data to a controller or processor in one or more third countries within a 
group of undertakings, or a group of companies engaged in a joint economic 
activity".63 
 BCRs aim to facilitate data transfer without the need for business groups to be 
consumed in further bureaucratic and administrative procedures. Companies applying 
them can export data without any other requirement to fulfil them.64 They concern 
groups of undertakings, as is apparent from their definition, and are designed to 
transfer huge amounts of personal data.65 They shall require approval either by the 
independent supervisory authority of the State in which they are established or even 
by another independent supervisory authority of other Member States before the first 
submission of the application. They aim to facilitate data transfer without the need for 
business groups to be consumed in further bureaucratic and administrative 
procedures. Companies applying them can export data without any other requirement 
to fulfil them.66 BCRs have received strong support from EU privacy regulators, which 
have published several guidance documents over the years to facilitate their 
implementation. 
 The procedure has been simplified since only one Data Protection Authority of 
a Member State is now required for the approval of a BCR, whereas the previous 
Directive required three with one head. Unlike Directive 95/46, the GDPR states in 
                                                 
63 Art. 4 (20) of GDPR; Voight& Von dem Bussche ,2017, pp. 125-126; Council of Europe, European Court 
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detail what the BCRs should specify. In particular, they shall indicate the structure and 
contact details of the group of undertakings, what data it transmits, what the purpose 
of the processing is and what the type of data, compliance with the general data 
protection principles, the rights of the subjects, their information on them and the 
complaint procedures. It also points out that BCRs regulate the assumption of the 
group's liability for a breach of personal data by a member of the group of 
undertakings not located in a Member State of the Union and, more generally, the 
tasks of the controller, as well as his obligation to adequately train his staff. Finally, the 
Regulation sets out the various mechanisms for monitoring compliance with BCRs, 
mechanisms for reporting and registering changes to the rules, a mechanism for 
cooperation with the supervisory authority, and a reporting mechanism with the 
competent supervisory authority for each group member requirement. 
 The procedure for adopting a BCR is described on the European Commission's 
website and is considered to be very complex as it consists of five stages. First, the 
company defines the dominant authority, which will be in constant communication 
and cooperation with the EU data protection authorities. Second, the company draws 
up the BCRs which must comply with the requirements laid down in the working 
documents adopted by the Article 29 Working Party. This plan is submitted to the main 
authority which examines it and provides feedback to the company to ensure that the 
document complies with the requirements set out in the WP document 153.67 Third, 
the dominant authority designated by the company initiates the procedure of 
cooperation with the Data Protection Authorities of the countries to which personal 
data are transferred. This procedure concerns the transfer of data to countries that do 
not ensure an adequate level of protection. In the fourth stage, the process is 
completed, as long as the countries having mutual recognition68 recognise the receipt 
of the BRC. Finally, in the last stage, once the BCRs are considered final by all Data 
Protection Authorities, the company will request the approval of transfers based on 
                                                 
67 Art. 29 Data Protection Working Party, WP154, Working Document Setting up a framework for the 
structure of Binding Corporate Rules, June  24,2008,  footnote 48 
68 when the sovereign authority considers that binding company rules meet the requirements set out in 
the working documents, the Data Protection Authorities by mutual recognition shall accept this opinion 
as a sufficient basis for granting their own national authorisation or authorisation for binding company 
rules. 
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the rules issued by each national data protection authority.69 If each Data Protection 
Authority considers that the BCRs are not sufficient, the company must amend them to 
obtain the final approval of the authority. 
 To sum up, BCRs offer several advantages to businesses that transfer personal 
data across borders. First of all, allow the controller or processor to transfer data to 
third countries, without any other authorisation.70This is important for the economic 
development of an undertaking to transfer data necessary for the exercise of its 
business purpose, without encountering the anchorages and time-consuming 
administrative procedures of the authorities of the Member State concerned and the 
Union. Further, BCRs harmonise71 practices related to the protection of personal data 
within a group and prevents the risks arising from transfers of data to third countries 
within the same group, helping the group to develop a culture of collection, 
processing, and protection of personal data. 
 However, there are some disadvantages. BCRs are limited to the boundaries of 
a group of undertakings and cannot be allowed in the relationship between a group 
and a third undertaking. This makes their implementation particularly difficult. Further, 
a key drawback of BCRs is that their approval is time-consuming and particularly 
demanding, as mentioned above72.The high cost of their implementation should be 
added in the list of disadvantages.73 These drawbacks may discourage a group of 
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Derogations for specific situations 
 
 Article 49 of the Regulation presents the derogations allowed in specific 
situations for the transfer of data to third countries.74 The article also appeared in the 
Directive,75 almost in the same form. On 25 May 2018 the European Data Protection 
Board adopted Guidance on the below derogations76: 
(a) ''the data subject expressly consented to the proposed transfer after being 
informed of the potential risks posed by such transfers to the data subject due to the 
absence of an adequacy decision and appropriate guarantees'': except for the general 
requirements for the validity of consent, consent must be explicit, specifically given for 
that particular data transfer and informed; 
(b) ''the transfer is necessary for the performance of a contract between the data 
subject and the controller or for the implementation of pre-contractual measures 
which are obtained at the request of the data subject'': this requires a close and 
substantial connection between the transfer and the purpose of the contract 
(necessity test) and the transfer to remain occasional; 
(c) ''the transfer is necessary for the conclusion or performance of a contract 
concluded for the benefit of the data subject between the controller and another 
natural or legal person'': the two criteria of necessity and occasional character must be 
complied with; 
(d) ''the transfer is necessary for important reasons of public interest'': must also meet 
the necessity test although it is not limited to occasional transfers. The public interests 
that are invoked must be recognized under EU or a Member State law; 
 (e) ''the transfer is necessary for the establishment, exercise, or support of legal 
claims'': again the occasional and necessity test must be complied with. The mere 
possibility of bringing legal proceedings or formal procedures in the future is not 
sufficient; 
                                                 
74 Voight & Von dem Bussche ,2017, p. 130-132 
75 Art. 46 of Directive 95/46; Sharma, 2019, p. 177-178 
76 EDPB, Guidelines  2/2018 on Derogations of Article 49 under Regulation 2016/79, May 25,2018 
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(f)''the transfer is necessary to protect the vital interests of the data subject or other 
persons, provided that the data subject does not have the physical or legal capacity to 
obtain his or her consent'';  
(g)'' the transfer is made from a register which according to Union or Member State 
law is intended to provide information to the public and which is open to consultation 
either by the public in general or by any person who can demonstrate a legitimate 
interest, but only to the extent that the conditions laid down by Union or Member 
State law for consultation are fulfilled in the particular case'': This is a new derogation 
introduced by the GDPR, which can only be used where none of the other derogations 
applies. This must be properly documented. The transfer must remain limited and 
suitable safeguards must be applied and the competent authority and the data subject 
must be informed. 
 A transfer based on derogation must not be notified to or approved by 
supervisory authorities except for the last derogation. As a result, the data controller 
has to make its own assessment as to the fact that the conditions for a specific 
derogation are met, with the risk that this would be invalidated by a competent 
authority or court. 
 However, even if the above provisions are not applied, the Regulation allows 
for cross-border flows in one more case: when the transfer is not repeated, it concerns 
only a small number of data subjects, it is necessary for overriding legal interests 
pursued by the controller whose interests or the rights and freedoms of the data 
subject do not prevail and the controller has assessed all circumstances related to the 
appropriate safeguards for the protection of personal data77. In this case, however, 
data transfer must be approved by the relevant national data protection authority. The 
concept "Imperative" indicates that this provision is the last resort for data 
transmission outside the EU. 
This article, and provided that none of the provisions of articles 45 to 47 apply, 
shows the EU legislator's attempt to extend the scope of cross-border flows.78 
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Moreover, the above article goes hand-in-hand with strict compliance with the 
principle of accountability. 
 
 
Transfers or disclosures not authorised by EU law 
 
 Article 48, which is also mentioned in its recitals79  is another novelty of GDPR. 
It refers to transfers that are not permitted by Union law. In particular, it states that 
''any decision of a court or an administrative authority of a third country requiring a 
controller or processor to transfer or disclose personal data may be recognised or 
enforceable only if based on an international agreement, such as a mutual legal 
assistance agreement, in force between the requesting third country and the Union or 
a Member State. , without prejudice to other grounds for transfers in accordance with 
this Chapter''. 
  The Regulation through this provision tries to sufficiently clarify how and under 
what conditions data transfer is allowed, trying to fill any gaps that may arise. Another 
explanation for this provision is purely political because article 48 has caused a storm 
of reactions from companies in the EU, mainly from the US80. The provision of article 
48 appeared as Article 43a in the consultation on the Regulation and contained four 
articles, with stricter conditions than those finally introduced in the Regulation. Article 
43a had a wider scope and contained an obligation to be notified the administrative or 
judicial decision to the relevant Data Protection Authority as well as to "obtain prior 
approval for its transmission or notification". The obligations contained in the 
provision were considered excessive and were considered to be a hindrance to the 
commercial activity of American companies operating in the EU.81Eventually, the 
article of the Regulation acquired the above- mentioned content and was not 
completely removed, as the US wanted. This provision is considered an indirect 
pressure on the US to come to the negotiating table and agree to the signing of an 
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international agreement, which will adequately protect personal data from any breach. 
In this context, Article 50 of the Regulation underlines that appropriate measures must 
be taken to develop mechanisms of international cooperation to facilitate effective 
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Cross-Border Data Flows of Companies worldwide 
EU-US Safe Harbor Agreement 
 
 The transfer of data between the US and the EU has heavy economic value as 
total trade in goods and services between the US and the EU amounts to $1 trillion 
dollars.82 An excessive restriction on data transmission or a large gap in data 
protection against breaches would jeopardize the economy of both continents. 
 In 2000, the US Department of Commerce issued the Safe Harbor Principles, 
which were subsequently recognized by the European Commission by Decision 
2000/520. Those principles were applied exclusively by US undertakings that have self-
certified and received personal data from the Union, without imposing on the US 
public authorities an obligation to respect them.83Even though the Safe Harbor 
principles did not address and bind the US public authorities but only their 
undertakings, they were nevertheless considered to have provided an adequate scope 
for the protection of personal data. The companies concerned were required to 
comply with the seven basic principles of the EU adequacy standard, which was 
demonstrated by the annual certification they received from the Ministry of 
Commerce that they complied with them. More specifically, the seven principles, 
which can be found on the Ministry's website, were:84 
(a) Notice: An undertaking must inform individuals of the purposes for which it is 
collecting and using information, how to contact the organization with questions or 
complaints, and the types of third parties with whom it discloses the information. 
(b) Choice: An organization must offer individuals the opportunity to choose whether 
their personal information (i) should be disclosed to third parties or (ii) used for 
purposes incompatible with the purposes for which it was collected. For sensitive data, 
individuals must explicitly select the personal data that needs to be transferred to a 
third party and the transfer must be equivalent to the purpose. 
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(c) Onward transfer accountability: When transferring information to third parties, 
organizations must apply the principles of information and selection. Third parties 
must provide the same level of privacy either by respecting the safe harbor principle, 
complying with the Directive, or other finding of adequacy or conclusion of a contract 
laying down equivalent privacy protections. 
(d) Data Security. Organizations that create, maintain, use, or disseminate personal 
information must take reasonable precautions to protect them from loss, misuse, and 
unauthorized access, disclosure, modification and destruction. 
(e) Purpose Limitation. Personal information must be relevant to the purposes for 
which it is collected An organization must take reasonable steps to ensure that the 
data collected is reliable for intended use, accurate, complete, and recent. 
(f) Right of Access. Individuals should have access to information about them, so that 
undertakings shall therefore keep a record of them and must be able to correct, 
modify or delete such information where it is incorrect, except where the burden of or 
the costs would be disproportionate to the risks to the privacy of the individual or 
where there is a risk that the rights of a third party may be infringed. In addition, safe 
harbor principles may be limited to the extent necessary for national security, public 
interest, or law enforcement. 
(g) Enforcement. Effective privacy should include conformity verification mechanisms, 
providing readily available and affordable redress mechanisms in cases of non-
compliance. Sanctions must be severe enough to ensure compliance. U.S. sanctions 
are imposed by the Federal Trade Commission.   
 Efforts to establish Safe Harbor Principles have been impressive on both sides. 
However, at the end of 2013, the various scandals of personal data breaches such as 
Snowden revelations, led the EU to doubt its effectiveness. Furthermore, the self-
certification process was considered insufficient and incomplete to protect individuals' 
personal data. There were claims that some companies did not fully implement them 
because annual compliance checks were not required, and hundreds of companies 
over the years had made false claims that they were complying with them. Others 
described the implementation of the Safe Harbor Principles as all formal rather than 
substantive, pointing out that the Federal Trade Commission appealed against only 10 
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companies in the first 13 years of the agreement's existence.85 Further, the criticisms 
were strong, as the Safe Harbor Agreement was signed in the early 2000s when the 
Internet was at an early stage. Since then, Internet developments have been stormy 
and the need to find a new legal framework for data transfer between the US and the 
EU was urgent. 
 In November 2013, the European Commission recommended US-EU action in 
six areas: (a) the rapid adoption of the reform of data protection rules in the EU, (b) 
the Improvement of the Safe Harbor regime:, (c) strengthening guarantees for the 
protection of personal data in the field of law enforcement, (d) the use of existing 
sectoral and mutual legal assistance agreements for the acquisition of data; (e) 
addressing Europeans' concerns about the ongoing reform process in the US, (f) 
promoting privacy standards at international level86. 
 However, the criticisms were enough to make its legal structure considered 
flimsy leading to the adoption of the flagship decision on the transfer of personal data 
between the US and the EU, C- 362/14, known as Schrems I, which resulted in the 
annulment of the EU-US Safe Harbor agreement in its whole. 
 
The Case 362/14 - Case of Maximilian Schrems v Personal Data Commissioner 
(Schrems I) 
 
 In a case known as Schrems I, the Court examining the validity of no. 2000/520 
of Commission Decision, ruled that the Commission had to determine whether the U.S. 
ensured an adequate level of protection of personal data, equivalent to that provided 
within the Union under the directive and in the light of the Charter. Also, pointed out 
that following the ruling that a third country ensures an adequate level of protection, 
the Commission must regularly check whether the finding of a satisfactory level of 
protection provided by that third country remains factually and legally justified.  
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 The Court noted that this scheme applies only to US companies that accede to 
it, without binding the U.S. public authorities themselves and said that the US safe 
harbour regime allows US public authorities to interfere in the fundamental rights of 
individuals, as it differs from the principles related to national security, public interest, 
and compliance with U.S. law. Thus, the U.S. authorities may access personal data 
transferred by the Member States to the U.S. and process it in a manner incompatible 
with the purpose for which it was transmitted, more than what the Commission 
considers to be absolutely necessary and proportionate for the protection of national 
security. Similarly, it was found that interested parties do not have access to the data 
concerning them through administrative or judicial channels to secure their 
modification or deletion.  
 The Court, therefore, ruled that decision 520/2000 is invalid since it does not 
restrict the transfer of data to the extent necessary. Besides, it added that this decision 
allows public authorities to have universal access to the content of electronic data, 
infringing on the fundamental right to privacy and pointed out that this authority does 
not provide legal remedies for the person concerned to have access to the personal 
data concerning him or to obtain the modification or removal of such data. Finally, it 
held that the Commission’s decision in question deprives the national supervisory 
authorities of their powers if a person disputes the agreement’s agreement with the 
protection of privacy and fundamental rights and freedoms. 
 In its arguments, the Court used a very effective manoeuvre in order not to 
conflict directly with the U.S. focusing on the shortcomings of Commission Decision 
2000/520 instead of focusing on the shortcomings of the US legal protection 
framework87.  
 The decision is of great importance for the timing at which it occurs88. The EU is 
plagued by a range of revelations about the data transfer of its citizens' to the US and 
their use for purposes other than purely commercial. The Court's decision comes at a 
                                                 
87 Bräutigam & Miettinen ., Data Protection, Privacy and European Regulation in the Digital Age, Helsinki 
Legal Studies Research Paper 46, 2016, p. 153-157 
88 Pasha, Cross Border Issues under EU data protection law with regards to personal data protection, 
May 24,2017, Vol. 26, pp 220-222; Alexandropoulou-Egypttiadou , Cross-border flow of personal data 
from the EU to the US: The recent decision of the CJEU in view of the relevant activity of Facebook (C-
362/2014, M. Schrems v Irish Data Protection Commissioner),2016, Media Law and Communication 
Information, 1, pp. 12-24. 
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time when the Commission's negotiations with the US on amending the Safe Harbour 
Agreement had already begun.89Negotiations were at an advanced stage when the 
decision was handed down which provoked numerous disapprovals from US giant 
companies operating in the EU. The reactions were mainly motivated by the fact that 
no transitional period was given to undertakings to comply with the new reality 
following the invalidity of the safe harbour principle. 90The decision at that time 
highlighted precisely the need to intensify negotiations in order to rebuild confidence 
in relations between the EU and the US. He turned businesses in search of new 
legitimate ways of transferring data. Thus, the undertakings turned to the BCRs and 
standard contractual clauses in order to find a legal framework for them vis-à-vis the 
administrative and judicial authorities of the Union and their inducible fines. 
 The most important consequence, however, was that the Schrems I decision 
extended the negotiations that led to the EU-US Privacy Shield Agreement.  
 
 
E.U.-U.S. Privacy Shield Agreement 
 
 The European Commission and the U.S. Department of Commerce decided on 
the EU-US Privacy Shield Agreement on February 2, 2016  which was adopted by 
Commission on 12 July 2016.91This new framework allowed companies to continue to 
transfer the personal data of EU citizens to the U.S., provided that they complied with 
its requirements. The new legal framework appeared more complete than that of the 
Safe Harbour.92 Privacy Shield included seven different categories: notice, purpose 
limitation, choice, onward transfer accountability, data security, right of access, and 
enforcement.93 The Privacy Shield was based on the following principles: 
  A) Strict obligations for data-handling companies: the US Department of 
Commerce would regularly update and review the participating companies to ensure 
                                                 
89 https://eur-lex.europa.eu/legal-content/EL/TXT/HTML/?uri=CELEX:52013DC0847&from=EN 
90   This transitional period was granted to the undertakings and was set at three months 
91 European Commission, Press Release: European Commission and U.S. agree on a new framework for 
transatlantic data flows: EU-US privacy shield http://europa.eu/rapid/press-release_IP-16-216_el.htm 
92 Pasha, Cross Border Issues under EU data protection law with regards to personal data protection, 
May 24,2017, Vol. 26, pp 223-227; Igglezakis,The EU-US Privacy Shield, 2016, p. 68 . 
93 Sharma, 2019, p. 169-170 
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that the companies comply with the rules submitted by them. Companies whose 
practice does not comply with the requirements were facing sanctions and removal 
from the list. The introduction of stricter conditions for the further transfer of data to 
third parties would ensure the same level of protection in the event of transmission by 
a company covered by the protection shield. 
 B) Clear safeguards and transparency obligations with regard to the access of 
US government: The US assured the EU that public authorities' access to law 
enforcement and national security purposes is subject to clear restrictions, safeguards, 
and oversight mechanisms. Every EU citizen would also benefit, for the first time, from 
legal protection mechanisms in this area. The US has ruled out the massive and 
indiscriminate monitoring of personal data transmitted to the US under the 
agreement. The Office of the Director of National Intelligence further clarified that bulk 
data collection can only be used under specific conditions and should be as targeted 
and specific as possible. It shall analyse the safeguards applicable to the use of data in 
such exceptional circumstances. The US Secretary of State established an appeal in the 
field of national information service for Europeans through a citizen's advocate 
mechanism within the Ministry of the Interior. 
 C) Effective protection of individual rights: Any citizen who considered that 
their data had been misused under the Privacy Shield would benefit from various 
accessible dispute resolution mechanisms. Ideally, the complaint would be reviewed 
by the company itself; Persons could also contact their national data protection 
authorities, who would work with the Federal Trade Commission to ensure that 
complaints from EU citizens are investigated and settled if a case was not  settled by 
other means, there would be an arbitration mechanism as a last resort. The possibility 
of recourse in the field of national security for EU citizens would be undertaken by a 
citizen's advocate independently of the US intelligence services. Effective protection of 
the rights of EU citizens with various possibilities for rehabilitation. Any citizen 
believing that their data is at stake with the new would have multiple possibilities for 
rehabilitation. 
 D) Annual joint review mechanism: the mechanism would monitor the 
functioning of the Privacy Shield, in particular the fulfilment of commitments and 
assurances regarding access to data for law enforcement and national security 
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purposes. The European Commission and the US Department of Commerce, with the 
participation of national intelligence experts from the US and European data 
protection authorities, would carry out the reassessment. The Commission would 
make use of all other available sources of information and published a report to The 
European Parliament and the Council.94 
 It also included a supplementary set of principles consisting of provisions on 
sensitive personal data, human resources data, pharmaceutical, and medical data. 
 Following the release of the Privacy Shield Agreement, the Article 29 Working 
Party adopted an opinion95 which noted that there are significant improvements in 
comparison with the previous regime but pointed out that there are 'strong concerns' 
about trade and national security in various aspects of the agreement. The WP29 
noticed that in the agreement there is no clear obligation on organizations to delete 
personal data when it is no longer necessary for the purpose for which they were 
collected. It also stated that there is insufficient protection for the transfer of data to a 
third country, for judicial protection mechanisms, which are particularly complex, and 
for safeguard and supervision measures, which appear to be inadequate. In addition, 
the WP29, making special reference to the adoption of the GPR, pointed out that the 
Privacy Shield should contain provisions that result in the convergence of the 
agreement with the high requirements required by the Privacy Regulation. The 
mechanisms of the GDPR contain new concepts or clarification of old concepts, which 
should be taken into account when data are exported across EU borders. Consent, 
right to be forgotten, right of portability, right of access, right of information, and right 
to object must be taken into account for the compliance of an undertaking. 
  Despite the objections of WP29, Privacy Shield had been regulated cross-
border relations between the US and the EU till the Cambridge Analytica-Facebook 
scandal96 dramatically changed the political and legislative scene. EU Leaders' 
confidence in US Protection of Personal Data collapsed and the European Parliament 
on 2018 called the US to comply with the Privacy Shield Agreement, noting that the 
transfer of personal data to the US does not provide an adequate level of protection.  
                                                 
94 http://europa.eu/rapid/press-release_IP-16-2461_el.htm; Voigt & von dem Bussche, 2017, pp. 123-
124 
95 Opinion 1/2016 of WP29 
96  Sharma, 2019, p. 39 
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EU authorities in the two-year implementation of the agreement were 
increasingly concerned about the inadequacy of personal data protection. The Privacy 
Shield gave rise to a claim by the citizen of the Union concerned to challenge its 
effectiveness before the national authorities of the Member State concerned. Such an 
action would force the respective national court to refer a question to the Court of 
Justice of the Union, which will judge on the basis of this case, the effectiveness of the 
Agreement. At any time, then, its validity was at stake. 
 In light of international events, such as the Cambridge Analytica-Facebook 
scandal, pressure and controversy from European leaders lead to the abolition of the 
agreement in 2020.  
 
 
The Case 311/2018 - Case of Maximilian Schrems vs. Personal Data Commissioner 
(Shrems II) 
 
 The  CJEU delivered on July 16, 2020 a landmark ruling in the case known 
as Schrems II, stating that European Commission’s adequacy determination for Privacy 
Shield is invalid not only because U.S. surveillance programs, are not limited to what is 
strictly necessary and proportional as required by EU law and hence do not meet the 
requirements of article 52 of the EU Charter on Fundamental Rights97 but also EU data 
subjects lack actionable judicial redress and, therefore, do not have a right to an 
effective remedy in the U.S., as required by article 47 of the EU Charter98. 
 The CJEU reaffirmed the validity of SCCs but said that companies must verify, 
on a case-by-case basis, whether the law in the recipient country ensures adequate 
protection (''enforceable rights and effective remedies'') in practice under EU law 
concerning personal data transferred under SCCs. That is to say that the mere 
conclusion of SCCs between the data exporter and the data importer not suffices. 
Rather, the data exporter is obliged to check in each individual case whether adequate 
protection of the data transferred based on SCCs is de facto ensured. However, if the 
                                                 
97 Judgement of CJEU in Schrems II case, para. 184 & 185 
98 Ibid, para. 191-193 & 195-197 
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data exporter fails to conduct the necessary case-by-case analysis or if the level of data 
protection is not equivalent, the transfers are potentially invalid99. 
 From a commercial point of view, companies depending on Privacy Shield will 
need to seek an alternative legal basis to enable transfers under GDPR such as SCCs 
and BCRs which must be approved on a company-by-company basis by DPAs and those 
that continue to transfer data based on an invalid mechanism hazard a penalty of €20 
million or 4 % of their global turnover. Some believe that the tremendous lion’s share 
of companies can proceed to utilize the customary SCCs, whereas others contend that 
companies ought to use only SCCs for transfers to the US, if they are not subject to the 
respective surveillance law, or if  they provide for 'additional safeguards'. The Court 
stressed that protective contract clauses are not binding on third parties or authorities 
and therefore likely to be ineffective, while cryptanalytic and quantum computing 
efforts of intelligence agencies raise concerns about the effectiveness of protective 
technical measures such as encryption. The EDPB and the Conference of the German 
Data Protection Authorities (DSK) pointed out that companies may transfer data based 
on BCRs, but should ensure the fundamental equivalence. Even though European Data 
Protection Board (EDPB) affirms data transfer according to Article 49(1) (a) GDPR, its 
guidelines raise doubts on their suitability to legitimize recurrent transfers. Besides, 
the EDPB reported that it will not suspend enforcement for a regulatory grace period. 
The Berlin, Hamburg, and Dutch DPAs prompt ending data transfers to the US. The 
Berlin DPA even advises recovering data from the US. Many DPAs stress the need for 
further examination and case-by-case evaluations100.  
 As far as international relations are concerned, US Secretary of Commerce 
Wilbur Ross and US Secretary of State Mike Pompeo communicated their profound 
disappointment with the ruling and suggested possible adverse effects on the US$7.1 
million transatlantic economic relationship due to the importance of data flows for 
economic growth and the post-Covid-19 recovery. European Commission empowers 
the Member States to join efforts and attempts to modernize SCCs. The rationale of 
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this decision will especially affect those third countries which conduct extensive 
surveillance for national security such as the UK, as it will be treated as a third country 
post-Brexit101.  
 From a geopolitical perspective, Schrems II has a more severe effect on data 
flows to China, Russia, and other authoritarian states than on flows to the U.S. The 
CJEU instructs companies when exporting personal data under SCCs, to assess 
protections “as regards any access by the public authorities of that third country to the 
personal data transferred and the relevant aspects of the legal system of that third 
country.” If the protections in China or other country are “essentially equivalent” to 
protections in the EU, the company is supposed to cease the transfers102. 
 For the moment, the Schrems II judgment has created important uncertainty 
about how companies in good faith ought to proceed with their cross-border data 
activities. More encouragingly, the court has opened the door for an examination of 
the sufficiency of privacy protections in SCCs not just in relation to the US but also 
across the globe, leading to the release of draft updated standard contractual clauses 
by the Commission, as mentioned above.  
 
The Asia-Pacific Economic Cooperation (APEC) 
 
 The Asia-Pacific region is also known as Asia-Pac or AsPac. The term grew in 
popularity in the 1980s when used for commerce, politics, and finance. it is generally 
used to describe countries throughout East and South Asia, Southeast Asia, 
and Oceania. The Asia-Pacific region is one of the fastest developing regions in the 
world, both financially and in terms of connectivity. In 1989, the Asia-Pacific Economic 
Cooperation (APEC) was set up to establish a free trade and investment economic zone 
by 2010 for developed economies and by 2020 for developing economies, based in 
three pillars: a) trade and investment liberalization, b) business facilitation and c) 
economic and technical cooperation.  
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 The APEC is made up of 21 Member States: Australia, Brunei, Canada, Chile, 
People's Republic of China, Hong Kong, Indonesia, Japan, Republic of Korea, Malaysia, 
Mexico, New Zealand, Papua New Guinea, Peru, Philippines, Russia, Singapore, 
Chinese Taipei, Thailand, USA, and Vietnam.103The APEC Member States account for 
55% of world GDP, 44% of world trade, and 41% of the world population.104 
 In the field of data protection, APEC developed three main initiatives 
concerning the development of a) a set of common data protection principles, b) a 
complaints coordination system and 3) cross-border system privacy rules. CBPRs105 
allow companies to develop privacy policies based on the APEC Privacy Policy and thus 
are considered to provide an adequate level of compliance with its privacy 
framework.106These include commitments such as internal policies and procedures, 
collection restrictions, security, fair use, access, correction, and general accountability 
principles in the receipt, processing, and transfer of data. Companies that meet these 
requirements can be certified as compliant. This certification is repeated annually. This 
is a voluntary and innovative mechanism, however, it should be noted that it has not 
been fully clarified what level of protection they provide for the protection of personal 
data and whether they are sufficient to be considered safe for their transfer.  
 CBPRs are similar to BCRs, which are governed by EU law.107 Both are 
mechanisms that allow businesses to develop their own privacy and security policies to 
protect personal data and both must be certified by an independent data protection 
authority. Based on their similarities, an approximation of these two certifications 
could be attempted in order to achieve convergence of security standards between 
the Union and the countries that make up the APEC, in terms of privacy and data 
protection.  
 An approach of the two systems therefore could be achieved if a firm 
developed a single set of internal data management policies and procedures, taking 
into account both the principles required by CBPRs and those by BCRs where the data 
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comes from or where it will be sent. The development of a single privacy policy that 
would include the requirements set out in both mechanisms could lead to an overall 
convergence of the legislation of the APEC and EU law.  
 A remarkable attempt of convergence was achieved by establishing a common 
reference framework between the APEC and the EU in 2014 on the structure of EU 
BCRs and APEC CBPRs, comparing compliance and certification requirements of both 
systems.108Through the comparison of the similarities and gaps of the two systems, it 
would be possible for companies to formulate a uniform system of policies and 
procedures that would include both CBPRs and BCRs. However, to make this possible, 
companies would have to choose a complex and intricate privacy system, trying to 
make data transfers legal for both systems. Aligning the legal framework for 
companies transferring data in both the EU and the APEC region could create new 
economic growth prospects in the various sectors of economy.   
 According the Commission,109  a way must be found to approximate the two 
laws so that companies can achieve dual certification and adopt the same privacy 
management procedures to comply with the requirements of both areas. This will 
achieve more efficient internal data management, simplify the impact on privacy, 
reduce the risks of compliance, avoid unnecessary delays, confusion, and additional 
costs for businesses. The need for the EU to work with other regional and international 
bodies to converge legislation is essential. 
 
 
III. The case of developing countries  
 
 Even though there is no universal definition, the term ''developing country'' 
generally refers to a country with a less developed industrial base and a low  human 
development index in relation to other countries. Businesses operating or wishing to 
operate in Europe and based in developing countries must also comply with the GDPR. 
                                                 
108 Detailed  APEC/EU Common Reference Framework in 2014 on the structure of European Binding  
Corporate Rules and the APEC system on cross-border data protection rules 
http://mddb.apec.org/Documents/2014/ECSG/ECSG1/14_ecsg1_013.pdf 
109 Communication of the Commission to the European Parliament and the Council about the Exchange 
and protection of personal data in a globalized world https://eur-lex.europa.eu/legal-
content/EN/ALL/?uri=CELEX%3A52017DC0007 
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In the absence of an adequacy decision for those States, the undertaking should resort 
to an alternative form of compliance with the Regulation. The GDPR provides the 
ability to develop mechanisms for assessing the specific needs or conditions of specific 
sectors of activity, business models, and/or economic operators. For example, the SCCs 
that focus on the requirements of a specific field of activity could be applied. Some 
sectoral special needs could also be met through the use of BCRs, which could be 
applied to a group of companies doing a joint economic activity, such as in the travel 
services sector. Finally, new transfer mechanisms, such as certified codes of conduct 
and certification mechanisms, can be implemented to enable the introduction of 
personalized solutions for international transfers, while the relevant competitive 
advantages, such as stamps and trademarks, can also be exploited. data. Approved 
codes of conduct may also be developed to demonstrate compliance with all the 
provisions of the GDPR.110 
 Regardless of how companies in developing countries try to comply, the 
question that arises about the data transfer to them is whether these countries have 
the required infrastructure. Issues that emerge regarding the compliance of such a 
company vary.   
 First, such a state it may have inadequate judicial structures. In particular, the 
judicial authorities may not be independent and not act on the basis of privacy. Data 
subjects need substantial access to judicial authorities to remove or remedy a breach 
of privacy. However, a country's court proceedings could undermine compliance with 
the GDPR.  
 Second, it may have inadequate judicial structures. In particular, the judicial 
authorities may not be independent and not act on the basis of privacy. Data subjects 
need substantial access to judicial authorities to remove or remedy a breach of 
privacy. However, a country's court proceedings could undermine compliance with the 
GDPR.  
                                                 
110 Ibid; Curtiss T. , Privacy Harmonization and the developing world: The impact of the EU’S GDPR on 
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 Third, developing countries are more likely to lack advanced models for 
technical and security measures, leaving exposed data on potential breaches. These 
insufficiencies are significant shortcomings in the protection of personal data. 
 Another issue that arises is that these states may not have scientifically trained 
staff. The lack of specialized training in this area of law as well as in the technological 
part of personal data protection, combined with the outflow of scientists in third 
developed countries raises the question of whether these countries can understand 
the legal and technical compliance issues. Another drawback that emerges regarding 
the compliance of developing economies is that it develops a conflict between 
companies based in developed countries and those based in developing countries. In 
particular, companies whose main objective is data process, such as Internet search 
engines or social media, and which operate in the EU, will find it difficult to comply 
with the burdensome terms of the GDPR. The imposition of inconspicuous fines makes 
their position even more difficult. Hence, companies operating in countries with small 
or no protection of personal data have the opportunity to maneuver and grow more 
easily. 
 In any case, as discussed above, the existence of legal and technical systems for 
the protection of personal data is an indicator of growth for a state. A state that wants 
to produce and invest must also invest in privacy protection  of its individuals. Despite 
the drawbacks that may arise from the transfer of data to third developing countries, 
the European Union, and in particular the Commission, must enable each country to 
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Conclusions 
 Taking everything into consideration, it is obvious that technological advances 
in the past several decades have allowed companies worldwide to turn data into 
successful products and services and earn vast economic returns along the way. 
However, at the same time, there has been an increasing number of high profile data 
breaches and a growing feeling of despondency amongst individuals who lack control 
over this process. This modern reality is constantly challenging law making, as well as 
the interpretation and application of legal provisions and raised worldwide concerns 
about the future of companies operating in the EU, leading to the adoption of GDPR. In 
its attempt to persuade companies worldwide to comply with it, it led to the 
imposition of inconspicuous fines, so as not to have the fate of Directive 95/46. 
 Generally, the GDPR has successfully met its objectives of protecting personal 
data protection and guaranteeing the free flow of personal data within the EU 
fostering business and credibility in the Common Market.111 Nevertheless, the issue is 
that in the conflict of privacy and free-market, GDPR tilts the scales very much in 
favour of privacy, imperilling the world economy. The institutions and leaders of the 
Union reject this approach, stating that the Regulation is not an obstacle to a free 
economy. The adoption of the Regulation has provoked vehement reactions on the 
other side of the Atlantic, with particular outrage from the U.S., which has strongly 
criticized the EU for privacy grips. Many US-based companies operating in the Union 
have tried to comply with the Regulation, creating a new global reality. The same - to a 
lesser degree so far - other companies around the world have attempted to succeed. 
  The biggest bet, moreover, for the successful implementation of the 
Regulation is whether or not the private sector believes in enforcing it. If, on the other 
hand, there is a respectable disagreement against him, uncertainty is created about his 
longevity and the compliance. The Regulation itself but also through other alternative 
forms of compliance such as adequacy decisions, codes of conduct, certifications, SCCs, 
and BCRs, can be a global constant protecting personal data worldwide. This 
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achievement presupposes international cooperation between the institutions of the 
Union and the authorities of each State in order to discover a way to bridge differences 
in perception and legal regime concerning the protection of personal data. For the 
Regulation to become a universal law on the protection of personal data, it must 
inculcate in every undertaking the perception that the protection of privacy and 
personal data it processes is not a curse, but a growth indicator for it.  
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